This letter analyzes a resource chain trust model for P2P reputation-based systems. Many researchers have given a lot of efforts to reputation-based system area and some of them have made good theoretical models. Problems are to spread malicious contents whereas the remark that such models only concentrate on the relationship between the node and its direct neighbors is still controversial. To solve the problems, we introduced the RCM (Resource Chain Model) and the Enhanced RCM. In this letter, we analyze the models and then show usage of our models can help us to find the best and safest location efficiently and decrease the number of malicious transaction.
Introduction
P2P reputation-based trust model is being one of the most challenging research topics of P2P world. There are no fixed servers and clients in P2P systems. All nodes in the network can be both clients and servers with ad-hoc connections. Examples are SepRep, TACS, and RCCtrust [1] - [3] . PeerTrust is a dynamic P2P model [8] . The general metric of PeerTrust is:
It is hard to define the many factors, which need statistics to show the relationship between model and a real P2P world. Also, it does not provide a method on how to store the trust peers in distributed community. One big problem is that such models concentrate on the relationship between the node and its direct neighbors. To solve the problems, a new reputation-based trust management model based on the resource chain model is described in the next section to prevent the spread of malicious content in the open community. The contributions of this letter are analyzing the Resource Chain Model (RCM) and the RCM simulator. Also, it shows some simulation results using different number of variables. Therefore, this trust model can find the safest and best location in a P2P environment. 
The Resource Chain Models
A peer enters a new P2P community then makes own identification and request a resource. After that get partial replies from neighbors then forward the request to other neighbors then forward the request to other neighbors. The peer collects all replies after timeout. Finally, the peer can download the resource. Figure 1 indicates the Resource Chain Model (RCM) has a credibility control and change a low successful download rate to a high successful download rate. Figure 2 shows the architecture of RCM. Each node has its own IDs and Credibility. After executing the RCM algorithm [4] , [6] , update credibility by using T (Transaction Factor), and C (Changing Factor). Also, Fig. 2 shows increasing credibility when peers download resources and the transaction is successful; however, if transaction is unsuccessful, credibility is decreased in collective historical transaction data.
The purpose of the Enhanced Resource Chain Model (ERCM) [5] is to identify abnormal nodes. The first step is to refine the abnormal candidate nodes' group. The next step is to focus on the failure patterns then match the occurrence and the patterns. Finally, eliminate the number of occurrence table. Both RCM and ERCM are similar to a group trust model [7] .
A peer simply makes sure that the peer does his best effort and makes good use of his neighbors' opinions to find the best one who can meet his needs within his neigh- bors. Through questions and responses, a peer can get many survival resource chains from his neighbors and neighbors' neighbors and so on, which indicate the routes for him to find the goal. Peers do not mind if their credibility is low or high but only that they are choosing the most reliable one from their candidates. Therefore, there is no such a threshold credibility number to indicate a connection or not. It is essential to connect a peer if he is the best one of a group. This is the basic need to survive in the P2P community. It should not be denied in order to use the reputation-based trust system to judge if it is necessary to make a connection between peers.
Factors and Tree Problems
Feedback is given in term of satisfaction a peer obtains through transaction with others. Feedback is often a simple aggregation of the positive and negative feedback that peers have received for the transactions they have performed, so the feedback cannot accurately represent the trustworthiness of peers.
The credibility of the feedbacks is submitted by peers. Therefore, it is possible to consider if a peer's feedback is trustworthy or not using this credibility of feedbacks. On the other hand, there is a danger that malicious peers may form a group to promote the credibility of each other. To consider the opinions from more than one group is important in deciding if feedback is acceptable. Like feedback, only using positive and negative values to decide credibility is not scientific. Thus, the researchers have been developing many methods to make this factor more accurate.
Transaction control factor is another issue. Each feedback is based on one transaction. The feedback is important; hence, it is necessary to pay attention to the transaction's control factors, like the frequency of a peer's transactions. For example, it is necessary to consider the number of transactions the peer has performed with other peers. This is because it is necessary to consider the situation in which a malicious peer may increase its total number of transactions to reduce the percentage of its malicious transactions.
One problem to consider for the RCM is finding the best path for each neighbor. It is usually possible to get more than one resource path for each neighbor, and such resource paths can be good candidates for use in downloading files. The most widely used and easiest tree to use is the binary tree, and using binary trees is appropriate in the RCM.
It is appropriate to concentrate first on the direction of constructing a resource tree when constructing it. The resource tree is assumed to start from a root because it is only possible to record the two best neighbors or another neighbor that seems to be better than they are. It is usually incorrect to predict which one can provide the most useful path information. It is likely that some reliable neighbors cannot provide paths and that some less reliable neighbors may offer some choices while nodes collect them because of their record in their parent nodes.
The Simulation Tool for RCM/ERCM
The simulation tool was written using C# programming language. The simulation tool needs a number of nodes for configuration. One node has between 1 to 5 resources at first. When the total resource number is set, the TTL (Timeto-Live) is defined to 5.
Default numbers of total nodes, neighbors, malicious nodes, and resources for each node appear in the simulatuon tool. There are many items to be changed in the simulation tool. The first item is the number of total nodes. The default number of total nodes is 500. The next item is the number of neighbors for each node. Also, it has a default number of neighbors, which is 8.
The following item is the malicious node recognition rate. This means if one node out of four nodes reports a node is malicious, the node must be malicious in RCM. "System exit threshold" in the simulation tool indicates that if crediblity of a node is lower than the threshold value, the node must be out of the system. The number of malicious nodes can be changed in the tool.
The number of resources means each node can have a different number of resources. Then a user can select one of the options, which are our approach and the approaches of others. In other words, our approach has a coneection with RCM and the approaches of others refer to the complaintonly model. In order to find the reources, it is necessary to decide the maximum number of resources at first in RCM. The TTL is the next item.
The simulator of RCM that was used in this research prove the relationship between the number of neighbors for each node, the number of total nodes in the P2P cummunity and the TTL to find the resource. Before starting to make the simulation tool, the researcher posed several questions. The first question was when researchers can set the number of maximum neighbors for each node and the second question was what the maximum number is required for the TTL in order to get a reasonable search result. The second question for the consideration of the simulator was to prove RCM's algorithm effectiveness and efficiency.
As show in Fig. 3 , there are many functions in the simulation tool. The important point in the architecture is the updateCredibility(). This function is the main part of the simulator to update credibility for each node.
Simulation Results
The most valuable information that is necessary to collect is the change of the malicious nodes' impact on the Resource Chain Model. The percentage of the number of successful chains among the whole resource chains can be produced by using RCM. There are three groups of data to generate the result.
First, the simulation tool was running without trust models. The total number of nodes is 500 and the number of malicious nodes was selected by 50 nodes randomly in the P2P community and the total numbers of transactions are 100. The numbers of all the successful resource chains were recorded. Figure 4 shows the percentages through the transactions and the line at the bottom in Fig. 4 describes them. The blue lines show the trend of the percentage change.
Second, the simulation tool was running with the P2P reputation control method. The data described using the lines at the top in Fig. 4 and the red lines describe the trend of the successful percentage. The vertical lines represent the percentage of successful download rates and the horizontal lines show the number of transactions.
This simulation was observed by increasing the number of resources for each node in RCM. When the number of resources in RCM is 20, the self-adjusting ability is the best as illustrated in Fig. 5 . It was found from the result that RCM was more valuable and efficient when the number of resources was increasing.
The "X" axis represents the percentage of download successful rate and "Y" axis represents the average number of transactions. "1" in the "X" axis means that the average of download successful rate between 1 and 100. When the total number of nodes is increased, the each line is approaching the top level of 100% successful download rate.
From the test results, it is clear that the dynamic reputation control system -RCM helps the system to achieve better security after a number of transactions. From each trendline which describes the system security rate trends, the community's security increases gradually. As a result of the improvement of the transformation, the trendline is much faster. From the comparision with some existing models, what needs to be emphasized is that RCM has great advatages over other models and RCM automatically greatly increases the system security by self-adjusting the credibilities with chain concepts.
Therefore, RCM has a trust-reputation controlling mechanism, as an active self-controlling method, which is especially useful to automatically record, analyze and even adjust peers' reputation trust credibility among the different peers.
Conclusion
The main idea of the trust chain model is using a routing table to record the information of nodes' credibility and their recommending nodes' credibility of feedback. From our test results, compared with the system without our reputation control, our self-adjusting system can help the system itself to automatically decrease the impact of the malicious users in this group. Also, our model can find the bad resource chain after each transaction and weaken the whole chain to prevent it from happening again. We also promote each other's transaction reputations if the transaction is successful. In that way, we suggest everyone in the P2P networks to be honest and benefit from the whole P2P community. Such a basic idea of our model can well serve for P2P file sharing systems. Therefore, using this model can help us to find the best and safest resource location efficiently and decrease the number of malicious transactions.
Future Work
There is still future research to do with RCM. One thing to note, if peers can directly know the resource location, peers do not ask for more requests. On the contrary, this may result in malicious activities. Another problem is different resources, with different credibility problems. Though it is good to assign each node a credibility factor, it is also true that for the same node, different resources have different credibility. That is true when a math professor supplies many useful mathematic materials while the materials of chemistry or biology provided by may not be as credible. Therefore, in the future studies, these credibility problems must be examined.
